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PA3JIEJI 1. OBIIWE CBEJIEHU S

[Tonpasnen 1.1. HaumeHoBanue npoexra

[TpoBenenne kommiekcHoro ayaura HHPOPMaLHOHHO-KOMMYHHKAIIHOHHOH uHpacTpykTypsr AO

«Uzbekistan Airways» Ha cOOTBeTCTBHE TPeGOBAHMAM UH(POPMALMOHHO# Ge30MaCHOCTH, BKIIFOYAS

dHa/M3 SAlHIICHHOCTH TEXHMYECKHX M IPOrPAMMHBIX CPEICTB, BBIABJICHHE YS3BHMOCTCH H
a3paboTKy peKOMEHIALMH 110 HX YCTPaHEHHIO.

[onpasnen 1.2. OcHoBanue

[Inan-meponpusruii o obecreueHn o HHEGOPMALMOHHOMN 1 kubepbesonacHoctu B AO «Uzbekistan
Airways» nHa 2026 ro;

Hanuonanbnble n MexayHapoaHele CTaHZapTsl B 06JACTH HHQOPMAIHOHHON 6e30macHOCTH
ISO/IEC 27001, ISO/IEC 27035 u mp.

[ogpasnen 1.3. Iens npoekra

Onenka CcoCTOAHMA HMH(POPMALMOHHO-KOMMYHHKALMOHHOMN uHbpacTpykTypsr AO «Uzbekistan
Airways» M TpOBEpKa €& COOTBETCTBHSA YCTaHOBIICHHBIM TpeOOBaHUAM HH(POPMALIMOHHOMH
0e30nacHOCTH,

Io pesynbratam aymmra — paspaGoTka AeTalM3MPOBAHHOIO OTYETA C TIEPEYHEM BLIABIIEHHBIX
YA3BHMOCTEH, PHCKOB, OLCHKOH CTENEHH KPHTMYHOCTH, & TAKKE HPELIOKEHHEM Mep 1o HX
YCTPAaHEHHIO ¥ MOBBIIECHHUIO YPOBHS 3aAIIUIIEHHOCTH.

PA3JIEJI 2. TPEBOBAHMS K CEPBUCY (YCJIVIE)

[Tonpasnen 2.1. Ipeamer ayaura

Aynmuty nojsnesxar:

CePBEPHOE U CETEBOE 00OPYI0BAHUE;

CUCTEMBI XpaHEHUs TaHHBIX;

KOpIOpaTHBHAs CETh U cerMeHTh DMZ;

HHQOPMAIIHOHHBIE CHCTEMBI,

CHUCTEMBI YIIPABIICHHS YYETHBIMH 3aIHCSIMHU U JOCTYIIOM;

CEPBHChI yIAJIEHHOT'O JIOCTYNA M BHEILIHHE EPUMETPEI;

HPOIECChI PE3EPBHOTO KONHMPOBAHYS, BOCCTAHOBIICHHS M )KYPHAIHPOBAHMS COOBITHIL,

Honpasnen 2.2. Buasl mpoBOAMMOro ayauTa

Texunuecknit aymur WKT-nH(pacTpyKTyphl (aHAmH3 KOH()MIypalui, apXUTEKTYpPhl, CETeBbIX
MIOJIUTHK);

Tecrnpopanue Ha IpoHUKHOBEHKE (penetration testing) BHemHero u BHYTPEHHEr0 MIepUMETpa;
AHaJH3 3aNUIIEHHOCTH BeG-IIPHIIOKEHHH B CEPBHCOB;

IIposepka s dexruBHOCTH aHTHBUPYCHBIX, MexkceTeBbIX 1 DLP-cucTeM:;

AYIAT yYETHBIX 3aMMCel, IONMUTHK NapoJiel, IIPaB J0CTyTa H X YPHAIOB GE30NaCHOCTH:

[IpoBepKa COOTBETCTBHS TPEOOBAHUAIM 3aKOHOIATELCTRA Pecnybauku Y3bekucran u ISO 27001.

[Tonpaszmen 2.3. O6wéM pabor

MHBeHTapuzanus u Kaccu(pUKalUs aKTHBOB;

[IpoBeienne aBTOMATH3UPOBAHHOTO W PYYHOTO CKaHHPOBAHHSA YA3BHMOCTEI;
AHau3 00HapyKEHHBIX YTPO3 M ONpe/IeNeHHE HX BIHSHUSL,

DopMHUPOBaHHE TEXHHYECKOTO U YIPABIEHUECKOTO OTUETOB;

Pa3paboTka KOPPeKTHPYIOLMX MEPONIPHSTHIA.

Honpasnen 2.4. Cpok BEIIONHEHHS paboT

[ToaroroBuTeNbHbI 3Ta: 10 10 KaJICHIAPHBIX JTHEH;
[Ipoeenne aymuta: 10 50 KaneH apHBIX JHEH;
ToxroroBka HToroBoro oryera: o 10 KaneHIapHBIX IHeil.




PASJIEJI 3. TPEBOBAHU S K UHOOPMAITMOHHON BE3OIIACHOCTH

Hcnone30Banue TOMBKO CEePTH(QHIIMPOBAHHBIX HHCTPYMEHTOB aHAIH3A U TECTUPOBAHHS;
[Iposenenne pabor Ge3 HapyIIEHUs TOCTYIHOCTH IPOU3BO/ICTBEHHBIX CHCTEM;

Bee nammnble, monydeHHsle B Xojie aymuTa, SBJISIOTCS KOH(MICHITHANIEHEIMH H HE [OJIEKAT
nepejaye TPeTHUM JTHLIAM;

Pesynprater aymmra odopmisiores ¢ xnaccudukaumeit mo YPOBHAM KPHTHYHOCTH Yys3BHMOCTE
(Critical, High, Medium, Low);

Hoctyn x uHOpacTpyKType NpemoCTaBIseTcs TOIBKO YIIOJIHOMOYCHHBIM CIIELHAIUCTAM C
HOATBEPKACHHBIMH KBATH(DHKALUAMH.

PA3JIEJI 4. TPEBOBAHUW S K OTYETHOCTH

ITocTaBmuk 06s13aH NpeCTaBUTS:

1. Texuuvecknii oT4er — ¢ IEpeYHEeM BBISBIECHHBIX ya3BuMocte, [P-anpecos,
KOH(QUIYpalHil, YPOBHS KPUTHYHOCTH, OIIHCAHHEM BO3MOIKHDIX CIIEHApHEB DKCILTyaTal|H,

2. ¥Ynpap/eH4eckHii 0TYET — ¢ AHATH3OM PHCKOB, IIPHOPHTH3ALUEH MEP U PEKOMEH/IAI[HAMH
110 YCTPaHEHHIO HapyILIEHHIA. '

3. TlpesenTanuio HTOroB ayauTa 11 pykoroactsa AO «Uzbekistan Airwaysy.

OT4eTh! TOMKHBI OBITH NPEJOCTABICHE! B [EYaTHOH H 9JIeKTpOoHHOH (hopme (B popmarax PDF u
DOCX).

PA3JIEJI 5. IIPOYME YCJIOBHUA

PaboThl BEIMONHMIOTCS Ge3 HapyIIEeH s TEKYIIHX OM3HEC-TPOIIECCOB KOMITAHUH.

Bee neiicTeus aymmropekoii rpymier GpUKCHpyIoTes B KypHaie paGor.

B ciyuae BbIABIEHUS KPUTHYECKHX YA3BUMOCTEH 3aKa34HK YBELOMIISETCA He3aMeTHTEIbHO.
Orutara yc/ayr 0cyIecTBIseTes [0 3aBeplIeHHH paboT HA OCHOBAHMH aKTa npuéMa-cIaqH.

PA3JIEJT 6. TPEBOBAHHS K ITIOCTABHIUKY

[TocraBmuk (Y4acTHHUK) JOKEH:

- HMMETh aKKpEAUTALMIO HJIH JIMUEH3HIO B 00J1aCTH TEXHHYCCKOM 3aHTh HH(OPMAI{HIL;

- 00IajaTh ONBITOM MPOBEIEHHs AHATOTHYHBIX PAGOT JUTA KPYITHBIX OpraHH3aIui WIH
roCYyIapCTBEHHBIX CTPYKTYD;

- IpeICTaBUTh KBaTM(UUMPOBAaHHBIX creluanictoB (ceprudukarsl CEH, OSCP, ISO 27001
LA u np.);

- TapaHTHpOBaTh HepasriameHue HHpopManuu u noanucanue NDA.

- IPeNOCTaBUTh NMEPEYCHb OCYLIECTBISIEMBIX paboT (YCIyr) ¢ KOHKpeTH3alHeil oObema u
NPHUBJICKACMBIX CICHATHCTOB (000CHOBaHHE (OPMHUPOBAHUS CTOMMOCTH OKA3bIBAEMBIX
YCIIYT B paspese 4ei/dac u JUIMTEIbHOCTh BBIIOJIHEHHUs paboT).

PA3JIEJI 8. CPOKH U DTAIIBI BEITIOJIHEHU I

1. TlonroToBuTENEHEI 3TAll — CGOP MCXOMHBIX JAHHBIX, COTIACOBAHHE TIEPHMETPA ay/IUTa;
2. IIpoBezieHue TEXHHYECKHX TECTOB M aHATM3a MHPACTPYKTYPEL,

3. ObpaboTka 1 KIaccH(HKALHS BLISBJIEHHEIX YI3BHMOCTEIH:

4. [lofroToBKa OTYETOB U MPE3EHTALMS PE3YIBTATOB.

O6mmit cpok — 10 70 KaJIeHAAPHBIX AHE.




PA3JIEJT 9. TIEPEYEHD ITPMHSITHIX COKPAILEHUIA

Ne

e Coxpamenne Pacmmdposka cokpamenus
1 HUKT NHudopmannoHHO-KOMMYHHKAIIMOHHBIE TEXHOJIOTHH
2 Hb Hudopmarmonsas 6e3onacHocTs

3 ISO 27001

MexayHapoHbIil CTaHIapT M0 yHpaBICHHIO uHpOpMaHMOHHOI
0e301acHOCThIO

4 NDA Cornamenue o Hepasriamenuu (Non-Disclosure Agreement)
5 PenTest TectupoBanue Ha NPOHMKHOBEHHE
6 DLP Data Loss Prevention (cucrema npenotepanmienns yreuex JIaHHBIX )
7 CEH Certified Ethical Hacker
8 OSCP Offensive Security Certified Professional
Pazpaborano:
Bpuo qupexropa nemapramenra IT V/\
HH(PACTPYKTYPBI, HHPPOBH3ALHN U KHGepGe30nacHoCTH Kirillov A.A.




COI'VTACOBAHO:

Bpuo Ileporo 3amecturens Ipeacenarens
[IPABJICHHS M0 BOIIpocam TpaHcdopMmaimu,
(HHAHCOB M MPUBATH3ALMH

Sattarov A.A.



